MHUHHCTEpPCTBO HayKH ¥ BbIcIIero oopasosanus Poccuiickoit Oeneparuu
depiepanbHOE TOCyIApCTBEHHOE GIO/KETHOE 00pa30BaTelIbHOe YUPEXKACHHE
BBICIIIETO 00pa30BaHUs
«CaxaTMHCKHI TOCylapCTBEHHBIM YHUBEPCUTET)

Kadenpa nadpopmaTuku

VYTBEPXAIO
PyKoBOIUTENIF OCHOBHOM NMPO(ECCHOHATBHON
00pa30BaTeIbHON IPOrpaMMBI

Ocunos I'.C

4 « 7 PTG 2024t

PABOYAS ITPOTPAMMA
JIACIIUIIIUHEL

51.B.J]B.09.01 3awuma cemei om 6HeUHUx y2po3

VpoBeHb BBICIIETO 00pa30BaHHUs

BAKAJIABPUAT

HamnpagieHue noAroToBKH
09.03.03 IIpuxnaonas ungopmamuxa

npo¢uib
Asmomamuzuposantvie cucmemoi 06pabomKu UHGOPMAayUU U ynpaenenus

Ksanmudukanus
baxanaep

dopma 00yueHus

O4YHaA

PHH aJanTupoBaHa il JIdI € OrpaHHYCHHBIMU BO3MOXKHOCTAMU 3J0pOBbS U HHBATIUIOB

IOxH0-CaxaluHCK
2024



PaGouast mporpamma aucuumiuasl b1.B.J[B.09.01 3ammra cerel OT BHEIIHMX yrpo3
COCTaBleHa B COOTBETCTBHH C (hefiepajbHBIM TOCYJapCTBEHHBIM O00pa3oBaTeIbHBIM
crangaproMm Beicmero obpasosanus (OI'OC BO) (@I'OC BO) mo HampaBIIEHHIO
noxrotoBk# 09.03.03 IpukiiagHas “HPOpMATHKA.

[TporpamMmy cocTaBUI(H):

[.B. ®uinnmoBa, CTapLiuii mpenofaBaTelb Kadeaphl %7 —
nH()OpMaTUKU

Pa6ouas nporpamma aucuuuinesl B1.B.JIB.09.01 3ammTa ceredl OT BHEIIHMX YIpo3
yTBepK/leHa Ha 3aceJaHuy Kadeapbl HHPOPMATHKH, IPOTOKOI Ne 8 ot 19 mapta 2024 1.

VCIIONESIONIHA 003aHHOCTH /
3aBejyromnero kageapon I'.C. OcunoB /

7

© ®I'BOY BO «CaxI'¥»



1. eab u 3aaa9u AU CIUILTHHBI

Heab AMCHMIIMHBI
Hensmu ocBoenus aucuuiuinabel b1.B.J[B.09.01 3ammTa ceteil OT BHEIIHUX YIpO3» SIBIISIIOTCS
¢dbopmupoBanne MpodheCCHOHATHHBIX KOMIETCHIINI OYyAYyIIMX CIENUATNCTOB B 00JaCTH MPUKIIATHON
nHpopMaTuku, GOpMUPOBAHKE Y CTYACHTOB 0a30BbIX 3HAHUH, YMEHHI U HABBIKOB 110 OCHOBAM 3alllUThI
KOMITBIOTEPHBIX CETe OT BHEIIHMX Yrpo3 IMpPU IOMOIIM MPOTpaMMHO-AMMNapaTHBIX CPEACTB
JOCTaTOYHBIX JIJII  OCBOCHHUSI OCHOBHOM TMpodecCHOHATbHOW 00pa30BaTENIbHOM  MPOTPaMMBbl
nanpasienus 09.03.03 Ipuknannas nHpopmaTHKa.

3amauyy AMCIUTLINHDI
OCHOBHBIMI/I 3aJadyaMu I/IBY‘-IGHI/IH AUCIHUIIIINHBI SABJISKOTCSA:

1. dopmupoBaHHME NpPEICTAaBICHUS W IOJY4YEHHE HABBIKOB PabOTHI C MPOTrPaMMHO-ANIAPATHBIMU
CpeACTBaMU 3alIUThl HHPOPMALINH, PEATH3YIOUINM OTACIbHbIE (DYHKIIMOHAIBbHBIE TPEOOBAHNUS 110
3aImuTe.

2. ®opmupoBaHue 0a30BBIX 3HAHUN U YMEHHUU pa3pabOTKH KOMIIOHEHTOB IPOrPaMMHO-ANIMapaTHBIX
CPEICTB 3alMTH HH(pOpManuy.

3. ®opmupoBaHue 0a30BbIX 3HAHUU MO METOJAM M CPEACTBAM XpaHEHHs KIIIOYeBON MH(pOpMaIuy,
METOJIaM M CPEeICTBAM OTPaHMUYCHHS JOCTYNa K KOMIIOHEHTaM BBIYMCIUTEIBHBIX CHCTEM, 3a/1a9aM
M TEXHOJIOTMHM CepTH(UKALNMU MPOrpaMMHO-ANMNAPATHBIX CPEACTB 3alIUThl HHPOPMALUU Ha
COOTBETCTBHE TPeOOBaHUSIM HHPOPMAITMOHHON O€30MaCHOCTH.

4. ®opmupoBaHue 0a30BBIX 3HAHWH M YMEHHH MO METOJaM 3allUThl OT BPEIOHOCHBIX MPOTPaMM,
3aIIMTe MPOTPAMM OT U3MEHEHUS U KOHTPOJIIO IIEITOCTHOCTH.

MecTo IMCUMILUIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOM MPOrpaMMbl

JuctummHa «3amura ceTeld OT BHENIHUX Yrpo3» OTHOCUTCS K 4YacTd, (OpMHUPYEMOW
y4aCTHHKaMH o00Opa3oBaTeibHbIX OTHOIIeHud broka 1 Jucrmrmumuasr (Moaynu) (B1.B.J1B.09.01)
MOJrOTOBKM CTYJIEHTOB 10 HampaBieHUIO0 moarotoBku OakanaBpoB 09.03.03 Ilpuxnagnas
nH(popMaTHKa.

IIpepeKBU3UTHI THCIUIIUHBI:

W3ydyenue naHHOW AMCUMILIUHBI Oa3upyeTcsl Ha 3HAHUSX, MOJIYYCHHBIX B PE3yJIbTaTe U3yuyeHUs
TaKuX JAUCHMIUIMH Kak OmnepalnroHHbIE CUCTEMbI, AJIMHUHUCTPUPOBAHUE OINEPALMOHHBIX CHUCTEM,
Komnerotepasie cet u TeinexkommyHukauuu, Cetu U cucteMbl nepeaaun uHpopmanuu, CereBoe
aAMUHUCTPUPOBAHUE

N3ydyenue naHHON TUCIUIUIMHBI TPOXOIUT MapauIeIbHO C U3YYEHHEM TaKOM JUCHMILTUHBL, KakK
AIMHUHHCTpUPOBaHHE HWHPOPMALMOHHBIX cucteM, OCHOBbI HH(POPMAMOHHONW O€30HMacCHOCTH H
0asupyeTcsl Ha 3HAHUSIX, MOJTYYCHHBIX B PE3yJIbTaTe U3YUEHUS ITUX AUCLUILINH.

IlocTpeKBU3UTHI THCIHUILINHBI:

3HaHUSA U YMEHUs, OJIyYeHHbIE CTYI€HTAMH IIPU U3YYEHUH JUCLUILIMHBI, TPUMEHSIIOTCS UMHU
BO BpeMs TexHOJOrmuecKux (IMPOSKTHO-TEXHOJIOTMYECKMX) MPAKTUK M B HMX MPO(ECCHOHATLHOU
NEATEIbHOCTH.

dopMmupyemMble KOMIETEHIUM M HMHIANKATOPbI HX [OCTHXKEHHSI IO
AUCIHUILINHE

[Tpouecc m3ydeHHs] AMCUUIUIMHBI HaMpaBieH Ha (OPMUPOBAHUE BJIEMEHTOB CIEAYIOLIUX
kommeteHiuil B coorBercTBuu ¢ GI'OC BO no janHOMY HanpaBieHUIO:

Koanl Conep:xanue KoMneTeHIU Koa n HauMeHOBaHUe HHAUKATOPA
KOMIIETEHIIUH JOCTHKEHUSI KOMIIEeTeHIIMH
[IKC-2 [KC-2. Criocoben npoBoauts | [TIKC-2.1 - 3Haer TpeboBanus k

(hopmaM3ayio MpeaMETHOW O00JACTH | KOMIIBIOTEPHOMY IIPOTPAMMHOMY

C ILETBI0 CO3MaHuS MHPOPMAIMOHHONW | 00SCIICYCHHIO; BUIBI TEXHIICCKOM

CHCTEMBI cnenuduKay Ha TPOTPAMMHBIC KOMITOHCHTBI
M MX B3aUMOJIEICTBUE; METObI




MPOEKTUPOBAHUE KOMITBIOTEPHOTO
MIPOTPaAMMHOTO 00ECTICUCHISI

[MIKC-2.2 — YMeeT npuMeHsTh TpeOOBaHUS K
KOMITBIOTEPHOMY TIPOTPaMMHOMY
o0ecrieyeHuIo; pa3padaThiBaTh TEXHUICCKUE
crienupUKaIMY Ha IPOTrPaMMHBIE KOMIIOHEHTBI
Y UX B3aHMOJICHCTBHUE; IPUMEHSTh METO/IbI
MPOEKTUPOBAHUS KOMITBIOTEPHOTO
MIPOTPAMMHOTO OOECTICUCHYIS;

[IK-2.3 - Brnageer wmeromamu pa3palbOTKH
TpeOOBaHUI K KOMITBIOTEPHOMY HPOTPAMMHOMY
00€eCIeYeHNI0, TeXHUYECKUX Crienu(UKanui Ha
MPOrpaMMHBIC KOMITIOHCHTHI, METOJaMH
MPOSKTUPOBAHUS KOMITEIOTEPHOTO
MIPOTPAMMHOTO 00ECTICUCHIIS.

ITKC-3

IIKC-3 - CnocobeH oCylecTBIATh
OpTaHu3alMI0  B3aUMOJCHCTBUS  C
3aKa34MKOM, IUIAHUPOBAHUS TPOEKTa
nc; PYKOBOJIUTH pa3paboTKoOn
MPOTrpaMMHOT0 KOAa, Bepudukanuen u
TectupoBanuem MC

IIKC-3.1 - 3HaeT MeTO/ bl OpraHU3aALUN
B3aMMOJICHCTBUS C 3aKa3YHKOM, IJTAHUPOBAHUS
HPOEKTa, pa3paboTKH, BepuUKAIUT 1
tectupoBanus UC;

[IKC-3.2 - YMeeT npuMeHSITh METOIbI
OpraHu3aly B3aUMOICHUCTBHS C 3aKa3YUKOM,
IUTAHUPOBAHUS NIPOEKTa, Pa3paboTKH,
Bepudukanun u rectuposanus UC,;

[1IKC-3.3 - Bnazneer MeTogaMu opraHu3aiiu
B3aUMOJICHCTBUS € 3aKa3YMKOM, IIJIAHUPOBAHUS
MPOEKTa, pa3paboTKH, BepUPUKALIUN U
tectupoBanus 1C.

2. CTpyKTypa U coJep:kaHue TUCHUTIUHBI
2.1. CTpykTypa IMCUMIJIMHBI

OO6mrast TPYJAOEMKOCTh JUCIUIUIMHBI COCTaBIsieT 2 3a4eTHBIX CIMHHII
(72axageMHUUYECKUX YacOB).
TpynoeMKoCTb,
Bun pabotst aKaj. 4acoB
8 cemectp BCETO
O0uas Tpya0eMKOCTh 72 72
KonrakTHas paGora: 36 36
Jlexiumn 10 10
Jlabopatopusie pabotsI (J1a0) 22 22
KoHTtakTHas paboTa B IeproI TEOPETUIECKOTO 4 4
obyuenus (KontTO) (TIposedenue mexywux
KOHCYIbMayuti U UHOUBUOYAIbHASL pAOOMA CO
cmyoenmamil)
IIpome:kyTouHasi aTTecTanus (3a4er)
CamocTosiTebHasA padoTa: 36 36
- camono02omoska (npopabomka u
nosmopenue Mamepuanda 3aHAmul, y4eoHuKo8 u
Yuebnvix nocobuii); 18 18
- N0020MOBKA K 1a00PAMOPHLIM 3AHAMUAM, 18 18




2.2. Pacnipeejienne BHJA0OB PadoThl W HX TPYAOEMKOCTH IO pa3jejam

AUCHUIIJINHbBI
Bunpr yuebHoM paboTs (B
yacax)
KOHTaKTHAas =
g DOopMBI TEKYIIIETO KOHTPOJIIS
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8 cemectp
VYcTHBIH onpocC 10 TeMe JeKLIUU
Tema 1.Teopemuueckue acnexmaoi
BerInoTHEHHE TPAKTHYECKOTO
npuUMeHeHUs NPOSPAMMHO-ANNAPAMHBIX
1. . 2 6 | samanms
cpedcmes obecneyeHus UHPoOPMayUoHHOU
TectupoBanue
besonacnocmu
VYcTHBIHA onpoc M0 TeMe JIeKLIUU
Tema 2. Ilpoepammrno-annapamuoie
. BrInoTHEHHE TPAKTHYECKOTO
2.| cpedcmea obecneuenusn ungopmayuonnoll 6 22 15
3alaHus
be3onacrHocmu.
TectupoBanue
Tema 3 HopmamugHuvle 0OKYMeHmbl, VYcTHBIN onpocC 10 TEME JIEKIIUN
3| Peeyaupyiouue npuMenenie npopammMHo- ) 15 BrmoHeHNE TPaKTHYIECKOTO
| annapammusix cpeocma 3auumul 3aaHus
ungopmayuu TectupoBanue
UTOrO: 10 22 36

2.3.CoaeprxaHue pa3aejoB IHCHUIITHHBI
Pazgen 1 Teopernueckue acneKThbl MPUMEHEHUS MPOrPAMMHO-ANNIAPATHBIX CPEICTB
o0ecnieuenusi ”HGOPMAIMOHHOW 0€30MACHOCTH.

[Tonstne mnonutuku Oe3omacHocTH. OmKCaHHE THUMOBBIX MOJUTUK O€30MacCHOCTH. YTPO3bI
0€30MaCHOCTH KOMIIBIOTEPHBIX cHCTeM. Mojenb KoMmbloTepHOW cuctembl. [loHaTne MoHHMTOpa
6e3omacHoctu. Konnenuust nucnerdepa goctyma. ObecrieueHUEe TapaHTUN BBIMOJTHEHUS MOJUTUKU
O6e3omacHOCTH. MeToJl TreHepald HW30JIMPOBAHHOM TMPOrpaMMHON cpenbl MpHU NPOSKTHPOBAHUU
MEXaHU3MOB TapaHTHUPOBAHHOIO MOJAJEPKAaHUS TOJUTHKU Oe3omacHocTH. Mojenn 0e30macHOro
B3aumozeiicteust B KC. Ilpouenypa wuaeHTHOUKAMM W ayTeHTU(UKAIMM: 3allUTa HAa YpPOBHE
pacmmpenuii Bios, 3amura Ha ypoBHE 3arpy34rMKOB ONIEPAIIMOHHON CPEIb
Paznen 2 IlporpaMMHoO-annapaTHble cpeAcTBa o0ecneyeHUus: HHPOPMALMOHHO 0€30aCHOCTH.

OcHOBHbIE  MPHUHLMIIBI  CO3JAaHMUSI  MPOTPAMMHO-ANMNapaTHBIX  CPEICTB  oOecreyeHus
uHpOpMaMOHHOIN Oe3omacHoCTH. [IporpaMMHO-anmapaTHble CpPEACTBA, PEaTU3yIOLIUe OTICNIbHBIC
(GyHKIIMOHATIbHBIE TPEOOBAHMUS 110 3AIIUTE, UX MPUHIIMIIBI IEUCTBUS U TEXHOJIOTUYECKHUE OCOOEHHOCTH.
B3aumoneiictBie ¢ OONIECHCTEMHBIMH KOMIIOHEHTaMM BBIYHCIUTENbHBIX cucteM. Cpezactsa
obecrieueHuss uHGOpPMAIMOHHONW  Oe3omacHocT B omepainuonHoir  cucteme  GNU/Linux.
JIMCKpeMOHHBIN 1 MaHIaTHBIA MEXaHU3MbI Pa3rPAaHUYCHHS TOCTYMa K (aliJIOBBIM 00BEKTaM B
oneparonnoit cucreme GNU/LInuxX. 3amMkHyTas mporpammHasi cpefia U KOHTPOJIb IIEJOCTHOCTH B
onepanuonnoit cucteme GNU/Linux. Meroasl M cpeacTBa OrpaHHUYCHHS JOCTyIa K KOMITOHEHTaM
BBIYUCIIUTENILHBIX CUCTEM. MeTO/IbI U CPEJICTBA MPUBS3KH IPOTPAMMHOTO 00ECTIEYECHHUS K allllapaTHOMY
OKPY)KCHHIO M (U3NYECKUM HOCHUTENSAM. YTpaBiIeHHE KIIOYaMU KPUNTOTPaPUUECKUMH KIIOYaMHU.
MeToabl U cpeicTBa XpaHEeHUs KII04eBoil mH(opMaruy. 3amuTa nporpamm ot uzydeHus. CrnocoOsl
BCTpaMBaHUs CPEJCTB 3aIUTHI B IPOrpaMMHOE o0ecriedeHre. 3alnTa OT pa3pyliaroiuX MPOorpaMMHbIX
BO3JCUCTBUI M BPEIOHOCHOTO IMPOIPAMMHOI0 OOecledeHus. 3aluTa MporpaMMm OT HW3MEHEHHs W
KOHTPOJIb LIEIOCTHOCTH.

Pazgen 3 HopmaTHBHBIE JOKYMEHTBI, pery/iupylolue NpuMeHeHHe MPOorpaMMHO-annapaTHbIX
CPEACTB 321U ThI HHGOPMaLUH.




Ponw cranmapToB nndopmarmonHoii 6e3omacHocTr. JJokymeHTsI ['0cy1apcTBEHHOM TEXHUUECKOU
komuccuu Poccuu. 3amauum M TEXHONOTUS CepTUPHUKALUK TPOrpaMMHO-aNMapaTHBIX CPEICTB Ha
COOTBETCTBHE TpeOOBaHUSIM WH(MOpMAIMOHHOW Oe3omacHOCTH. OCHOBHBIC KaTerOpUM TPEOOBAHHMM K
IPOrpaMMHOM M TPOTrpaMMHO-ANIapaTHON peanu3ali CpelacTB obecredeHus: HH(OpMaIMOHHON
6esomacHoctd.  Ilokazatenu — 3alIMINEHHOCTH  CPEACTB  BBIUYMCIUTEIBHOW  TEXHUKH  OT
HECaHKIMOHUPOBAHHOTO  AocTyma. Kiacchl  3alIMIIEHHOCTH  aBTOMATHU3MPOBAHHBIX  CHUCTEM.
TpeboBanus Kk miporieccy cepTUHUKAIMN TPOAYKTa HH(HOPMAITMOHHBIX TEXHOJIOTHH

Tembl 1 MUIaHBI 12a00PATOPHBIX 3aHATHI
JlabopaTopHoe 3ansitue Nel (2 4.)
Tema. JIuckpeMOHHBIA U MaHATHBI MEXaHU3MBbI pa3TpaHUUYCHUS JOCTYIA K (PaillioBBIM 00bEKTaM B
OIEPAaLIMOHHON CUCTEME.
Bormpocs! 1y1st o6¢cyxaeHus:

1. JIMCKpEeIMOHHBIA MEXaHU3M pa3TpaHuUYEHUs J0CTyNa K (DailyIoBEIM 00BEKTaM

2. MangaTHbI MEXaHU3M Pa3rpaHUUCHUS TOCTYMA K (HaiIoBBIM 00BEKTaM

3. I[OCTOI/IHCTBa " HCAOCTATKHU JUCKPCIIMOHHOI'O U MAHJAaTHOTO MCXAaHU3MOB pa3rpaHUYCHUA
noctyna K GailyioBpIM 00bEKTaM.

JlaGopaTopnoe 3ansaTue Ne2 (2 4.)
Tema. 3amkHyTasi MporpaMMHasi cpejia ¥ KOHTPOJIb IIEJIOCTHOCTH B ONEPAIMOHHOI cUCTEMe
Bomnpocs! 11t o6cyxaeHus:

1. 3amMmkHyTas mporpaMMmHasi Cpesia B OneparmoOHHON CUCTEME

2. KOHTpOIb IIEIOCTHOCTHU B ONEPAIIMOHHON CUCTEME.

3. Opranuzaiusi KOHTPOJIS LIEJIOCTHOCTH B ONEPAIIIOHHOM crucTeMe.
JlaGopatopnoe 3ansaTue Ne3-4 (4 )
Tewma. Pazpabotka 3amumiennoro I10 ¢ npumeHeHneM anmapaTHbIX kitouer eToken
3nakomctBO ¢ eToken APIL.
Bormpocs! 1y1st 06¢cyxaeHus:

1. bBasoBble pyHKIUH, CBSI3aHHBIE ¢ OnpeeneHneM Hannuus eToken B crucreme

2. Tlonydenue nupopmanuu o noakoueHHoM eToken.

JlaGopaTopnoe 3ansaTHe Ne5-6 (4 u)
Tema. Pa3pabotka 3amumiennoro 10 ¢ mpuMeHnenneM anmapatHbix kimoueit eToken
Pa6ota ¢ ceprudurxaramu X.509 na eToken
Bomnpocs! 11t 06cyxaeHus:
1. 3HaKoMcTBO ¢ cepTudukaTamu X.509,
2. wusyuenue ¢pynkiuu eToken AP, cBs3aHHbBIX ¢ MMITOpTOM cepTHdHKaTOB Ha eToken,
3. BBINIOJIHEHHE OMEpaIuio BXo1a mojbs3oBarens Ha e Token.

4. 1. Jlaboparopnoe 3ausTue Ne7-8 (4 u)
Tewma. Pazpabotka 3amumiennoro I10 ¢ npumeHenneM anmapaTHbIX kitoued eToken.
O60wekTnl eToken.
Bormpocs! 1y1st o6¢cyxenHust:
1. Tunsl 00bEKTOB, KOTOPHIC IO3BOJISICT XPAHUTh U MCIIOJIB30BaTh € T0Ken,
2. olepainuu, CBSI3aHHbIE C YTEHHUEM, 3aUChI0, YIAJICHUEM U MMOMCKOM 00bheKTOB Ha eToken

JlaGoparopnoe 3ansTue Ne9-10 (4 4)
Tema. Pa3pabotka 3ammuinennoro 10 ¢ mpumenenneM anmapatHbix kinoueii eToken.
[IndpoBanmne nanupIx ¢ moMoiibio eToken.
Bomnpocs! 11t 06cyxaeHus:
1. Tunel mudpoBaHU U MEXaHU3MBI, 00€CTICUNBAIOIIIMMU TeHepanuio Kiatouei eToken,
2. mumdpoBaHue TaHHBIX ¢ momomnibio eToken.
3. pacmudpoBbIBaHUE JaHHBIX ¢ ToMoIbio € Token
JlaGopaTopHoe 3ansaTHe Nell (2 u)
Tema. «3amyTa aBTOMaTU3UPOBAHHBIX CUCTEM OT BPEJOHOCHOTO MPOTrPAMMHOI0 00€CIIEUeHUS



Bormpocs! 1uist o6¢cyxaeHust:

1. npuHIUIB pabOTH BPEJOHOCHBIX MPOTPAMM.

3. Tembl AUCHMILTHHBI (MOYJIs1) AJIS1 CAMOCTOSAITEILHOTO U3YYeHUsI

He nmpenycmotpensl

4. Oopa3zoBaTesibHbIE TEXHOJIOT U

Ne .
w/n HaumenoBanue pa3jaena Buabl yueOHbix 3anaTuii | O0Opa3oBaTeibHbIEe TEXHOJIOTHH
Tema 1.Teopemuyeckue acnexmol Jeximst Tpamuionnast nekius B aymi. C
1 NPpUMEHEeHUA NPOcPAMMHO-aAnnapammvlx MyﬂBTHMeHHa HpoeKTOpOM
" |epeocmes obecneuenus ungopmayuonnoi TToBTODCHME MATCDHANA
besonacnocmu CamocrosrenbHas pabora P P ’
MIOATOTOBKA JOMAIIIHETO 33JaHHUs.
Jlexmus 1
Texuns 2 TpanuuuoHHast JIeKIUst B ayA. C
Texuus 3 MYJIbTUMEIHNA IPOEKTOPOM
JlaGopatopnas paborta 1
Jlaboparopnast pabota 2
JlaGopatopnas pabora 3
JlaGopatopnas pabora 4
Tema 2. Ilpocpammmno-annapamuvie JlaGoparopHas pa6ota 5
2. cpedcmea obecneyenus J_[ 6 6 6
ungopmayuonHotl be3onacHocmu. abopaTtopHast paboTa
Jlabopartopnast pabora 7
JlaGopatopnas pabora 8
Jlaboparopnast pabota 9
JlaGopatopnas pabora 10
Jlabopartopnast pabora 11
[ToBTOpEHME Marepuaa,
CamocrosrenbHas pabora
MOATOTOBKA JJOMAIIIHETO 3aJaHus.
Texiwms TpanuuvoHHass JIeKUUs B ayA. ¢
MYJIbTUMEINA IPOEKTOPOM
[ToBTOpEHME Marepuaia,
CamocrosiTenpHas padbora
MOATOTOBKA JJOMAIIIHETO 3aJaHus.
Tema 3 Hopmamughule 00KyMeHmbl, T1a6
3, [|Peayrupylouue npumenenie JlabopaTopHoe 3aHsTHE aboparoproe JanATHe i

NPOSPAMMHO-ANNAPAMHBIX CPEOCNE
3auumsl uHgopmayuu

KOMIIBIOTCPHOM KJIACCC

CamocrosiTenpHas padbora

[ToBTOpEHME Marepuaia,
IIOATrOTOBKA AOMAIIIHETO 3a4aHUA.

JlabopaTopHoe 3aHsTHE

JlaGopaTopHoe 3aHATHE B
KOMIBIOTEPHOM KJIacce

5. OueHounble cpeacTBa (MaTepuajibl) JAJsl TEKYLIEro KOHTPOJIS yCIeBaeMOCTH,

NMPOMEKYTOYHOM aTTeCTANMH 00YyYAKOIIMXCS 10 TUCHUIIIMHE.
®opma KOHTPOJIS 111 OUHOU (hOpMBI O0yUECHUS — 3auemt,

IIpuMepsl 3axaHui 1JI TEKYLIETO KOHTPOJIA U IPOMEKYTOUHBIX 3aJJaHUH 110 Pa3JINYHBIM TEMaM:

3aganune 1

Heo6xoauMo Hammcath mporpaMmy, KoTopas Oy[eT NpOW3BOAWTh HHULUAIM3ALUI0 OUOIMOTEKH
PKCS#11 nyst eToken, BeIBomUTh HH(DOpMAITHIO O TaHHON OUOIMOTEKE, B OTACIBHOM ITOTOKE MOTy4YaTh
uHpOpMAILMIO O COOBITHIX MoaKItoueHus/oTkmoueHns eToken. B ciydae BO3SHUKHOBEHUS COOBITHS
noakoueHus eToken nomkeH mpon3BoAUTCS BBIBO MH(OpMaIuu o moakitoueHHoM eToken.



3amanue 2
HeobxonuMo co3nmaTh cepTH(UKAT CTyIEHTa, MOANUCAHHBI C MOMOIIBIO cepTUduKara Mperno-
nasarens. TpeOyeTcs HamucaTh porpammy, kotopas ummnoptupyet ceprudukar x.509 8 DER konu-
poBke Ha eToken. B manHO# mporpamMme HEOOXOAMMO: MPOM3BECTH WHUIIHMATH3AIUIO OWOIMOTEKU
PKCS#11 nns eToken, 3anmpocuTs myTh K cepTUdUKATy Ha xkecTkoM aucke, [IMH mist monkimroueHus k
eToken, mpousBectu onepanmio Login k eToken, cuntarh cepTUPHKAT C KECTOKOTO JUCKA, CKOIIH-
poBath ceptudukar Ha eToken. [IpoBeputs Hammuue ceprudukara ¢ nomotpio e Token PKI Client.

3aganne 3
Tpebyercs HanucaTh NPorpaMmy, KOTOpas:
— MO3BOJIIET CYUTHIBATH 3aKPHITHIN K04 B (hopmaTe PEM, 3anuceiBath ero Ha eToken;
— IIO3BOJISIET 3aMUCHIBAaTh MPOU3BOIbHEIE (haitnbl Ha eToken;
— MO3BOJISIET UCKATh JaHHbIe Ha eToken U coXpaHsITh BIOpaHHbIE TaHHBIE HA )KECTKUM JTUCK;
— MO3BOJISIET yIasITh naHHbie ¢ eToken.
2. HeoOxoumo u3BieYb 3aKpbITHINA KITtou 13 Xpanuwiuina Windows, 3anucaTs ero Ha eToken.
3. Co3nath HECKOJIBKO (PAlIIOB C CEKPETHBIMU CBEICHUAMU M 3amucarh ux Ha eToken.
4. IlpousBecTr MOUCK aHHBIX Ha eToken, cOXpaHUTH BEIOpaHHBIE JaHHBIE HA )KECTKUH JTUCK.
5. Yamuth oguH u3 (daiinos ¢ eToken.

3ananmue 4
Tpebyercs HanMcaTh porpamMmy, KOTopasi:
— TeHEpUPYET CECCUOHHBIN K04 MHU(POBaAHUS;
— CUMTBIBAET JJaHHbIE U3 (paiiia U MPOU3BOIUT UX MIM(POBAHNE, BEIBOJUT 3aIM(POBAHHbIE JaHHbIE B
KOHCOJIb;
— pacmu(poBHIBAET JAHHBIE U BBIBOAUT UX HA KOHCOJIb.
2. JIns mpOBEPKU MCTIONIB3YHTE TEKCTOBBIN (hailsl ¢ cOEePKUMBIM, BKIIOUAIOIIMM HOMEp TPyl U
®UO crynenra.
3. Heo6xo01umo, 4T0OBI IpOrpaMMa BBIBOAMIIA UCXOAHBIM TEKCT MMOCIe paciu(poBbIBAHUS.
4. YuuTbeIBalTe, 4TO HEOOXOAMMO UCIIOIB30BaTh Oydep nmuHoi 128 6aiT 1 Mpou3BOIUTH K-
poBaHUE TaHHBIX KyckamHu 1o 128 Gaiit. YOeaurecs, yTo mporpamma paboTaet ¢ aiimamu O6onblie
128 Gaiir.

3amanme 5

1. C nmomompio ¢ mHCTpyMeHTa Process Monitor. co3aiiTe U MpUMEHUTE TPH PUIBTPA K

pa3IM4YHBIM IIPOrpaMMaM.

PazapxuBupyiite aBe BpeIOHOCHBIE IIPOTPAMMBI COTJIACHO BapUAHTY.

3. 3amyctuTe pazapXUBUPOBAHHbBIC BPEIOHOCHBIE MPOTPAMMBI, CO3JAiTe U MPUMEHUTE (PUIBTPHI
IUTSL TaHHBIX TIPOTPAMM.

4. Tlpoananu3upyiTe NeTaabHYI0 HHPOPMALUIO, BBIBEACHHYIO IIPH MOMOIIN (QUIBTPOB, U
ClIealTe BHIBOJIBI O OCOOCHHOCTSIX BPEIOHOCHBIX MPOTPAMM.

5. TlpoBeaute NeUEHUE CUCTEMBI ITOCIIE €€ 3aPAKEHUSI.

N

IIpumepHBbIii IepevYeHb TECTOBbIX 3aaHU I
1. Vo6epure nmumnee. [Ipumenenue annapaTHbIX Moaysei 6e3omnacHocTi (HSM) Bo3MOXKHO B
Takux 00JIaCTAX, KaK:
a) PKI, nentp ceprudukanuu
b) bankoBckue onepamuu
) DKCIOPT KpUNTOrpahuIecKux KIIoUYeH
d) Ycranosnenue SSL coequHeHni
2. Kakas n3 pyHKIMI HE OTHOCUTCA K anmapaTHbBIM MotyJisiM OezonacHoctu (HSM):
a) bezomacHas reneparus kirodei mudpoBaHus
b) besonacHoe xpaHeHHe U yIpaBiIeHUE KIIOYaMU
c¢) Pabora ¢ 3munTuuecKuMu KPUBBIMU
d) HIudposanue u pacmudppoBsiBaHNEe KOHDUICHINAIBHOW HHPOpMAIUN



3. BriOepure BepHbIit BapuanT otBeTa. Kimoun mmdposanus kmouei (KK), ncrionszyemsie mis
MEPECHUIKH KITFOYEH MEXKIY IBYMS y3JIaMU CETH, Ha3bIBAIOTCS:
a) Kimouamu aiis mmdposanust MK (macTep-kiroua)
b) PaGoune nnu ceancopsie KK
¢) Kimrouamu o6mena mexay yznamu cetu (cross-domain keys)
d) Kimrouamu ayTeHTHUKAIIMHA COOOIICHUN
4. K ocobeHHOCTSIM mporpaMmHo-anapaTHoro komriekca MKTrusT ve otHOCHTCS:
a) [To3Bomsier paboTaTh B OJJHOM U3 IBYX PEKUMOB — 3aIUIIICHHOM (Harpumep, padoTta ¢
JBO
WJIM UHBIMHU KPUTUYHBIMU K 3alIMIIIEHHOCTH CEPBUCAaMH) U HE3alUIIEHHOM, 0e3
OTpaHUYCHUS
BO3MOKHOCTEN
b) 3ammmennas OC — Linux codcTBenHoi cOopku, HesammmenHas OC — Android
¢) B crangaptroit komnekranuun MKTrusT npucyrcrByer IP-Ttenedon, moctpoeHHbINH Ha
«rapBapCKOI» apXUTEKType
d) MKTrusT TpeOyeT as paboThl TOJIBKO TE€IEBU30p (MOHUTOP HIIH MPOEKTOP) Yepe3
HDMI
nopt, nmutanue ot USB mopra (He menee 1 Ammep), cets — WiFi
5. BwiOepute BepHbIi BapraHT 0TBeTa. Kak OCyIIecTBIsSeTCsl BBIOOP OJJHOTO U3 IBYX PEKUMOB Ha
BBIOOP — 3AIUIIIEHHOTO WJIK OOBIYHOTO — B MMpOoTrpaMMHO-anmnapatHoM komruiekce MK TrusT:
a) Mcnonb3yercst BEIOOP pekrMa B MPOLIecce 3arpy3Ku KOMITBIOTepa
b) Ucnonb3yercs JONOJHUTENBHOE YCTPOHCTBO, CO/IEpIKALIEE OMEPALIMOHHYIO CUCTEMY
VTS
COOTBETCTBYIOIIETO pesknma padbotsl MK TrusT
¢) Ucnonb3yercst pu3HUecKuii MepeKII0IaTeb
d) Ucnonwayercs criennanbHoe [10, peanusyromiee mogodue «BUPTyaTbHONW MaITUHB)
6. BcTaBbTe MpOMyIIEHHOE BBIPAXKECHHUE. ... — IEPUO]] pa0OTHI KOMITBIOTEPA, B paMKaX KOTOPOTO
oOecnieunBaercs AoBepeHHas 3arpy3ka OC, opraHuzyercs 3alUIIEHHOE CETEBOE COSTUHEHHNE U
MOJJIEP>KUBAIOTCS TOCTaTOUHBIEe ycrnoBus At paboTel CK3U:
a) Uadopmanmonno-nouckosas cucrema (UIIC)
b) besomachsrii pexxum (bP)
c¢) Jlosepennsrii ceanc cBsizu ([JCC)
d) ABTomaTu3upoBaHHbIi pabounii pexxum (APP)
7. UTo HE OTHOCHUTCS K CJIOKHOCTSIM oOecTiedeHus 6€30MacHOCTH YAAIEHHOTO TOCTYIIA K
MH(OPMAIIMOHHBIM pecypcam?
a) CJI0’)KHOCTh KOHTPOJIS BBITIOJIHEHUS TpeOoBanuii moymtuku Vb Ha ynanénasix APM
MOJIb30BaTENEN
b) Heob6xonumocTs ucnonb3zoBanus ceprudunupoBanabix OC, C3U HCJl u CK3U mist
mmdpoBanuem u padotsr ¢ DL
¢) HeobxonuMocTs npoBeieHrs aTTeCTAllMOHHBIX, aJalTAlIMOHHBIX M MHCTIEKIIMOHHBIX
JEeNCTBUH 115 omycKa mosib3oBareneit kK APM
d) Orpannuenue ¢pynknuonana cepruduupoBanabix OC u npukinagaoro 10 (B T.4.
CJIOHOCTB TIPOIEAYPHI OOHOBJICHUI )
8. Kakwue u3 pynkmuii He otHOCATCS K Bo3MOxkHOCTSIM KC3U «ITanmmpb-K»
a) Unentudukanus u ayrearuduxanus: Console, flash, eToken USB, ...
b) Pasrpannuenue u ayauT JCHCTBUN TOJIB30BATENCH W NPHIOKEHHH, KOHTPOJIb
IEIOCTHOCTH
c) Bpemennoe rapaHTHpoBaHHOE yjAajdeHHE HWHGOPMALUHU C BO3MOKHOCTHIO
BOCCTAHOBJICHHUSI
yepe3 BCTPOCHHbIE MEXaHU3MbI
d) HIudposanue: 3DES, AES, DES, 'OCT 28147-89
9. Urto He OTHOCHUTCA K OCHOBHBIM MPUHIUIIAM pa3rpaHUuEHus JOCTyMa K (ailioBoii cucteme B
KC3H «ITanuups-K»?
a) CyuiecTByeT ABE MOJIUTHKU KOHTPOJISL AOCTYIA K pecypcaM — pa3perinTeabHas u
3ampeTuTeNbHas



b) IIpaBa nocTyma Ha3HAYAIOTCA CYOBEKTaM, a HE TIPUCBAUBAIOTCS OOBEKTaM B KaUECTBE
ux
aTpuOyTOB
¢) AIMUHUCTPATOp UMEET TaKHE e MpaBa Ha Ha3HAUYECHHE (M3MEHEHHE) ITpaBa J0CTyla
cyOBekTa Kk 00BeKTy, Kak u “Bnagenern”
d) ns mro6oro cyObeKTa JOCTyIa MOKET OBITh peann3oBaHa COOCTBEHHAs
pasrpaHUYUTeNbHAs
MOJTUTUKA
10. Beibepute BepHbIii BapuaHT orBeTa. K Mmexanuzmam koHTposs 1ienoctHocT KC3U «Ilanumpb-
K» otHOCHTCS:
a) KoHTponp 1enocTHOCTH KaTanoroB M (paiaoB JaHHBIX (CHHXPOHHBIN U
ACHHXPOHHBIN)
b) KoHTpOJIb 11€70CTHOCTH UCTIONHAEMBIX (aifiyioB (IporpaMM mepes 3amyckom)
¢) Bce nepeuncrnennoe
d) Kontpons nenocruoctu gaitnos KC31
11. Kakoe yTBepkKJIeHHE HE OTHOCUTCS K OJJHOMY M3 BapUaHTOB 00X0/1a cucTeMbl 3amuThl [10 ¢
MTOMOIIIBIO KITFOYEH 3aIUTHI 3JI0yMBIIIJICHHIKOM:
a) [IepexBar, mpOTOKOIMPOBAHUE U aHATIU3 OOpAIlIeHUH K KIIFOUY 3alUThI C
MOCEAYOLIEN
SMYJISILIMEN OTBETOB
b) BHecenne n3MeHeHnit B IPOrpaMMHBIN MOAYJIb (B3JI0M)
¢) Coznanre BpeJOHOCHOM MTPOTrpaMMbl, BPDEMEHHO OJIOKHPYIOIIEH 3ampOChl K KITI0Uy
3aIIUTHI
d) DmynupoBaHue HATMYMS KJIIO4Ya IyTEeM MepexBaTa BbI30BOB Onoimoreku API most
oOMeHa ¢ KITI0UOM
12. Kakue yrBepxaeHust He oTHocATcs K 3amuTe [10 ¢ momomeio APl GyHKIMiA KiTrode 3aruThi?
a) CamocrostenbHas pa3padorka 3amutel [10
b) MaTErpHpOBaHuE CaMOCTOATEILHO Pa3pabOTaHHON CUCTEMBI 3AIIUTHI B IPUIIOKEHNE
Ha
YpOBHE UCXOAHOI0 KoAa
¢) OTcyTcTBHE HEOOXOAUMOCTH M3yUeHUS U MOAM(DUKALINN HCIIOIHAEMOT0 KOJIa
3alIUIIEHHOTO
MPUIOKEHUS I 00X0/1a 3aIIUTHI
d) Ci1o>XHOCTB B HEUTpaJIM3allu1 3aIIUThI BCIEACTBUE €€ YHUKAIBHOCTH U «Pa3MbITOCTH»
B TEJIC IPOTPaAMMBI
13. K srany uHUIIMAIU3alK MPOTPaMMHO-anmapaTHoro komiiekca «Co00sIb» He OTHOCUTCS:
a) YcTaHOBKA TUIaThl KOMITJIEKCA
b) Hactpoiika oO6mux mapameTpos
¢) Hacrpolika napameTpoB NOJKIOYEHUS K CETU
d) Hacrtpoiika KOHTpOJIS IETOCTHOCTH
14. K mepeBoay mporpaMMHO-aInapaTHoro komiuiekca «Co00Iib» B peKUM IKCIUTyaTallul He
OTHOCHUTCS IEHCTBUE:
a) U3Bnekute riaty komruiekca "Cobounp" u3 pazsema munsl PCI-E/PCI
b) Ycranosure miaty komiiekca "Co6ois" B pasbeM cuctemuoi muasl PCI-E/PCI
c) Bertamure kabenp u3 mnopra «Hactpoiika» M TepekIOYMTE €ro B IOPT
«IKCITyaTalus»
d) I[MoakirounTe K MmiaTe CYMTHIBATEb iButton
15. Beibepurte BepHBIN BapuaHT OTBETA. BhICTaBbTE B MPAaBUILHOM MOPSIKE IEUCTBUS NIPH YCTAHOBKE
MIPOrPaMMHO-AIIAPATHOTO KOMIUIEKCa «AKKOPI.
1. IToncoennHeHNE KOHTAKTHOTO YCTPONCTBA (CheMHUKA HH(POPMAIIHIH).
2. YcraHOBKa IJIaThl KOHTpoJIiepa B cBOOOAHBINH cinoT [I9BM.
3. Perucrpamnus aqgmunuctpatopa b, HacTpoiika koMIiekca B COOTBETCTBHH ¢ KOH(PUTYypaIuen
TeXHU4ecKHux cpenacts IIDBM.
4. Ha3znaueHue crmcka IUCKOB, (aitioB,pa3iesioB peecTpa, KOHTPOJIUPYEMBIX Ha I[EJIOCTHOCTD.



5. Peructpanus nosp3oBaTesneii,Ha3HaueHUE M0JIb30BaTEIIM IEPCOHANBHBIX UIEHTH(PHUKATOPOB,
[apoJiell U BpEMEHHU J0CTyIa

a)2,1,3,4,5
b) 1,2, 3,5, 4
©)2,1,3,5,4
d) 1,254 3

16. Kakoe u3 mepeyncieHHbIX TPOrpaMMHO-ANIIapaTHBIX CPEICTB HE HCHONB3YIOT ISl XPaHCHHUS
KpUNTOTpapUUECKUX KIFOUei?

a) eToken

b) CMapT-KapThI

c) iButton

d) Anmapatsbiit Mmoxynb 6e3omacHoctr (HSM)

17. Kakoe 13 BbICKa3bIBaHUM HE OTHOCHUTCS K PEUMYIIECTBAM allapaTHOro reHepaTopa
CIIy4ailHBIX YHCEII:

a) 3amac yucels He OrpaHuYEeH

b) Huzkue BeIUUCIUTEIBHBIC 3aTPATHI

¢) Ucnonp3yercs crienuaibHOe yCTPOMCTBO
d) He 3anumaetcst MecTo B maMsATH

18. Kakoe u3 aeiicTBU HE OTHOCUTCS K OpraHu3allii 3aMKHYTOH IporpaMMHoi cpeasl B KC3U

«[Tanumpb-K»:

a) 3ajaHuE CIHUCKA pa3peUICHHBIX IPOLIECCOB (CUCTEMHBIX M MPHUKIAIHBIX) C
BO3MOXXHOCTBIO

3aIrycka TOJIBKO TeX MPOIECCOB, KOTOPBIE OTHECEHBI K pa3pelIeHHbIM

b) 3amanne mamnok, OTKy/a pa3pemiaeTcs 3amyckaTh MPOrpaMMEI (C 3alpeToM 3aIucu
U Moau(UKauy B HUX (paiioB)

¢) 3alaHye CrenualbHOTO OOIIETO MOJIb30BATENs, OT YbETO JIHIa COBEPILIAETCS
yCTaHOBKA U

3aIlyCcK Iporpamm

d) JlonmoHUTENbHBINA aHATIN3 COAEPKUMOTO (PaiiiIoB (MMOMCK MPU3HAKOB
UCITOTHAEMOTO (haiisa)

19. IIpu B3110ME ITpOrpamMm, 3aUIUIICHHBIX C TOMOIIBIO aNMapaTHBIX KIIOYEH 3alUThl HE
WCIIOJIB3YETCS CIENYIOIUNA METOA:

a) Ornanka

b) JInuzaccemOiupoBanus

¢) Ausepcuduxanus

d) Jamm oniepaTUBHOM MaMsITH

20. Yto HE BXOIUT B KOMILIEKTALMIO IPOrPaMMHO-aIIapaTHOro Komiuiekca «Akkopa-AM/I3»?

a) KonTpomnep

b) CreMHUK HH(OPMAIMH C KOHTAKTHBIM YCTPOHCTBOM

¢) CekpeTHBIH JIOTUH U TIapOJIh, HECOOXOAUMBIN TSI IEPBOHAYAIIBLHOTO 3aITyCKa
AM/I3

d) [TepcoHanpHBIN UIEHTU(PUKATOP MMOTH30BATEIS

IIpumepHBIe BOIPOCHI K 3a4eTy

1. Metoasl o6ecniedeHust HHOOPMAITMOHHOW 0€30MMaCHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM
(OCHOBHBIE IOHSITHSL, YTPO3BI).

2. Metonpl obecrieueHus HHPOPMAITMOHHOM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
(MeTobI B3JIOMA, 3aIIUTa OT B3JIOMA).

3. Metonp obecrieueHus MHPOPMAITMOHHOM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
(3ammTa OT MPOrpaMMHBIX 3aKJIAI0K).

S

[TonuTuka 6e30macHOCTH. MoJ1eh aBTOMAaTU3UPOBAHHON CUCTEMBI.
3aMKHYyTas IporpaMMHas cpeia. Sapo 6e30macHOCTH ¢ Y4eTOM KOHTPOJISI TOPOKICHUS

CyOBEKTOB
6. DopmupoBaHUE U MOAJEPIKKA U30JIUPOBAHHON MPOTPAMMHOMN Cpeabl. Y CIOBUS
HeBo3moxkHocTu HCJ



Peanmuzanus UTIC ¢ ucnonp3zoBanneM Mexanu3ma pacmmpenus: BIOS

UEFL. Ipunnumns! paboTs

besonacnoe B3aumoneiicteue B KC. [Iponeaypsr nneHTuduKanum u ayreHTUGUKAITAN

10. Ayrentuduxanus go 3arpyzku OC

11. KoHTposs u yrnpaBieHrue JOCTYIIOM

12. IlepconanbHoe cpenctBo ayreHTU(ukanuu eToken

13. eToken API

14. Ha3nauenwue, ¢pyHkuuu, npuHiun padotsel [IAK «Akkopm».

15. Haznauenue, ¢pyakuun, npuaium padotsl [TAK «Co6oiby.

16. Ilepconanpuble naeHTHGUKATOPBL. Buabl, Ha3HaueHUe, QYHKIIUH.

17. Ha3znauenue, (yHKIMU, TPUHIMI PAOOTHI KITt04Yel 3aiuThl. MI3BecTHBIE MOIENH.

18. Bunsi 3amuTs! [10 ¢ mOMOIIBIO JIEKTPOHHBIX KITFO4Yei. MeTo sl B3j10oMa.

19. 3ammrHbie Mexanu3Mmel Astra Linux Special Edition: auckpenimoHHoe 1 MaH1aTHOE
pasrpaHuyeHue JOoCTyma.

20. 3amuTHbie MexaHn3Mbl Astra Linux Special Edition: 3aMkHyTas mporpaMMHas cpeaa u
KOHTPOJIb LIEIOCTHOCTH

21. YnpasieHue KpunrorpadhuyeckuMu KIro4aMu

22. KoHuenus nepapxuu KIo4ueH, TeHepays KIroJei

23. AnmapaTHbie Moaynu 6e3onacaoctu (HSM)

24. Konuenus 1oBepeHHbIX ceaHcoB cBs3u. Kommieke «MAPII!Y, «M!&M».

25. 3amumeHasie MuUKpokomibioTepbl «MKT». Haznauenue, GpyHKIUN.

26. 3amumennbie Hocutenu «CEKPET». Buapl, HazHaueHnue, QyHKIINN.

27. CpencTBa 3alIUThl BUPTYyadbHOU HHPpacTpyKTyphl. vGate.

28. Cepruduxaiys aBTOMaTU3UPOBAHHBIX CUCTEM M CPE/ICTB BHIYMCIUTEIBHON TEXHUKU: BUIBI
HOPMATUBHBIX JOKYMEHTOB, ONPEICNISIONINX TpeOoBanus 1o ceptudukanuu C3U.

29. Cepruduxarys aBTOMaTU3UPOBAHHBIX CUCTEM U CPEJICTB BHIYUCIUTENbHON TEXHUKU:
TpeOOBaHUS K CPEJICTBAM BBIUMCIUTEIHLHON TEXHUKHU

30. Ceprudukarys aBTOMaTU3UPOBAHHBIX CUCTEM U CPEJICTB BHIYUCIUTEIHHOU TPEOOBAHUS 11O
KOHTPOJIIO OTCYTCTBHSI HEACKIIAPUPOBAHHBIX BOZMOKHOCTEH

31. Ceprudukarys aBTOMaTU3UPOBAHHBIX CUCTEM U CPEJICTB BHIYUCITUTEIIHHON

TEeXHUKU:TpeOoBaHus o ypoBHAM nosepus ([Ipukaz ®CTIK Ne 76).

© o~

CucremMa oneHUBAHUS IVIAHMPYEMBIX Pe3yJIbTATOB 00y4eHH S

OneHka «3a4TeH0» BBICTABISAETCS,

® CTyIEHTy INIyOOKO M TIPOYHO YCBOMBLIEMY IPOrpaMMHBII Marepual, HCUEpIIbIBAOLIE,
[IOCJIEIOBATEIbHO, I'PAMOTHO M JIOTHYECKHM CTPOMHO €ro H3JIaraloumeMy, B OTBETE KOTOPOIo
YBS3BIBACTCSL TEOpUS C IPAKTUKOM, OH ITOKa3bIBAE€T 3HAKOMCTBO C JINTEPATYPOH, IPABHIIBHO
00OCHOBBIBACT U HCIIOJIB3YET PAllMOHAJIBHBIE U COBPEMEHHBIE CPEACTBA PELICHUS MOCTaBICHHON
poOJIEMBI.

® CTYJIEHTY, TBEPAO 3HAIOLIEMY IPOrPaMMHBIA MaTepUajl, I'PaMOTHO U IO CYILECTBY W3JIararoliemMy
€ro, KOTOPBIM HE JOIyCKAaeT CYLICCTBEHHBIX HETOYHOCTEH B OTBETE HA BOIPOC, IPABUIILHO
IIPUMEHSIET TEOPETUUECKHE MTOJIOKEHUS ITPU PELICHUH ITOCTABJICHHOW 3a1a4H.

® CTYIEHTY, KOTOPBIi 3HAaeT TOJIBKO OCHOBHOM MPOrpaMMHBIM MaTepHa, HO He YCBOUI 0COOEHHOCTEH,
JIONyCKAaeT B OTBET€ HETOYHOCTH, HEKOPPEKTHO (POPMYIUpPYET OCHOBHBIE 3aKOHBI M MpPaBUIIA,
3aTPyJHAETCS B BBIITOJIHEHUH ITPAKTUYECKHX 3a7ad.

Onenka «He 3a4YTeHO» BBICTABISIETCS CTYIEHTY, KOTOpPBII HE 3HAeT 3HAYUTENIBHOM dYacTu

IIPOrpaMMHOTI0 MaTepHaa, 10MyCKaeT B OTBETE CYILIECTBEHHbIE OLIMOKH, C 3aTPyJHEHUSIMU BBITIOIHSIET

MIPAaKTUYECKUE 3aJaHUs

3a oany padory Bcero
©opma KOHTPO.IsE Mumn. Makc. Mumn. Makc.
0aJ1710B 0aJ1710B 0aJ1JI0B 0aJ1JI0B

Texymui KOHTPOJIb:
AkTuBHas paboTa Ha 3aHITUH 0,5 1 8 16




[ToaroToBka K 3aHATHIO, BBITTOJTHEHHUE IOMAIIIHETO 0.5 1 8 16
3aJIaHus

BBITIOJTHEHUE MPAKTHYECKUX 3aJaHUM 110 TEMaM 3 5 27 45
ITpomesxyTouHas aTTecTanus (3a4er) 10 23 10 23
HTroro 3a cemecTp 53 100

6. YueOHO-MeTOqUYecKOe U HHPOPMAIITHOHHOE O0ecTieueHne TUCIUIINHBI

6.1. OcHoBHasl 1uTepaTypa

a) OCHOBHAas JJUTEpaTypa:

=

o~ w

1. Kazapun, O. B. [IporpamMmMmHo-anmapaTHbIe CPEACTBA 3aIUTH HHGOPMAITIH. 3auTa
MPOrpaMMHOT0 obecreueHus : yueOHUK U pakTukyMm Juisd By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : U3mparensctBo HOpaiit, 2023. — 312 ¢. [DnekTpoHHBIH pecype]: —
Pexxum noctyna: https://urait.ru/bcode/513300.

2. Mapmakos, /. B. [IporpamMmMHo-anmapatHbie CpeCcTBa 3alIUThl HHPOPMAIIUHK : YieOHOe
nocobue / /1. B. Mapmakos, /1. B. ®atxu. — PocroB-Ha-/lony : JJorckoii ['TY, 2021. — 228
c. [Dnexrponnsrii pecypc]: — Peskum mocryma: https://e.lanbook.com/book/237770.

3. 3amuTa nHGOpPMALMU C UCTIOIB30BAHUEM CMAPT-KapT U AJIEKTPOHHBIX Opernokos / JI.
K.ba6enxko, C. C. Umykos, O. b. Makapesuu. - M. : "I'enruoc APB", 2003. - 351[1] c. : .,
Tab1., mopTp. - bubnuorp.: c. 348-349. (nanmuuue B 6ubmmorexke TYCVYP - 29 5k3.).

1.1.JlonotHuTEIbHAS JIUTEPATYpPa

[IporpammHo-anmapatHble cpeacTBa oOecrieueHUss WH(GOPMAIIMOHHONW O€30MacHOCTH . y4deOHOoe
mocobue: B 2 pasmemax / A. II. 3aiinieB; MuHuCTepcTBO 00pa3oBaHHMsS W HAayKH PoccCHiiCKO#
depnepanuy, ToMCKMH  TroCynapCTBEHHBIM  yHHUBEPCUTET CHUCTEM  YIPABICHHUSA W
panuosnextponuku, Kadpenpa xkommiekcHol uHpOpMAIMOHHON 0€30MacHOCTH 3JIEKTPOHHO-
BBIYHCIHUTENBHBIX cucTeM. - Tomck : B- Cnekrp, 2007 - . Pa3nen 1. - 2-e u3zn., nepepad. u Jo1. -
Tomck : B-Crektp, 2007. - 143[1] c. : wi. - b. 1. (Hanmuune B 6ubmuoreke TYCYP - 66 k3.).

[IporpammHo-anmapatHble cpeacTBa oOecrieueHUss WHPOPMAIIMOHHONW O€30MacHOCTH . ydeOHOoe
nocobue: B 2 pasnmenax / A. I1. 3aiiueB ; MunucTepcTBO 00pa3oBaHMsi M Hayku Poccuiickoi
Oenepanun, TOMCKHM  TOCyIapCTBEHHBIM  YHUBEPCUTET  CUCTEM  YOpaBICHUA H
panuosnekTponuku, Kadenpa kommiekcHON HHPOpPMAIMOHHON 0€30MacHOCTH 3IEKTPOHHO-
BBIYMCITUTENBHBIX cUCTeM. - ToMck : B- Cmekrp, 2007 - . Paznen 2. - 2-e u3n., nepepad. u jgor.
- Tomck : 118[2] c. : wn. -buGnuorp.: c. 37. - b. u. (Hanuuue B 6udanoreke TYCVYP - 66 9K3.).

2.1.1IporpaMmHOe o0ecnieueHne

Microsoft Office 2010 Russian Academic OPEN 1 License (6eccpounas), (mumensus 49512935);
Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6ecepounas), (mumen3us 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (nunensus 61031351),
Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensus 61031351),

Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas), (nuieH3us
61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6ecepounas), (mumensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (Geccpounas), (nuieH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (Geccpounast), (uiieH3us
60939880),

Kaspersky Endpoint Security mst 6usneca - Paciiupennsiii Russian Edition. 1000-1499 Node 2 year
Educational Renewal License (nmurensus 2022-190513-020932-503-526), cpok Moyb30BaHHS C
2019-05-13 mo 2021-04-13


https://e.lanbook.com/book/237770
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11.
12.
13.

w
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9.

10.
11.
12.

13.
14.

15.
16.
17.

3.

ABBY YFineReader 11 Professional Edition, (6eccpounas), (munensus AF11-2S1P01-102/AD),
Microsoft Windows Pro 64bit DOEM, (6eccpounas), kouTpakt Ne 6-OADD2014 ot 05.08.2014
Juctpubyrussr Ubuntu GNU/Linux, Debian GNU/Linux

«Antumaruar. BY3». Jluuensunonnsiii jorosop Nel94 ot 22.03. 2018 roaa;

2.2.1lpodeccuonanbupie 0a3bl JAHHBIX H HHQPOPMALMOHHBIE CIPABOYHBIE

CHCTEMbI COBPEMEHHbIX HH(POPMAUOHHBIX TEXHOJIOT Uil
Nudopmanmonnas cucrema «EnnHOe OKHO IOCTyna K 0Opa3oBaTebHBIM pecypcaM. Pasmen
HNudopmaruka u nuadopmarronssie Texnonorum» (https://habr.com/)
Kpynueiimuii  BeO-cepBuc st xoctuHra IT-IpoeKTOB W WX COBMECTHOH pa3pabOTKHU-
(https://github.com/)
baza kuur u nmyonukaiuii DnexkrporHoi oudmuoreku "Hayka u Texauka" (http://www.n-t.ru)
Enunoe okHO noctyna k o0pazoBaTenbHbIM pecypcaM. Pasnen Unpopmaruka u nHGopmMamoHHbIe
texnonoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)
Onexrponnas oudnuoreunas cucrema ZNANIUM.COM (http://znanium.com/)
udposast KOMIEKIUS IIEKTPOHHBIX BEPCUN W3MaHHMK (y4eOHMKH, ydeOHBIE MOCOOUs, y4eOHO-
METOJIMYECKUE TOKYMEHTHI, MOHOTPAQHH) MO SKOHOMHYECKUM, €CTECTBEHHBIM, TEXHHYECKUM U
TYMaHUTapHBIM HayKaM, CTPYNIHUPOBAHHBIX 110 TEMATUYECKUM U 1I€JIEBbIM IPU3HAKAM.
OnekTpoHHass Oubnuoreynas cucrema «BOOK.ru» uznarensctBa  «KHoPyc wmeama»
(https://www.book.ru/)
HuTepHeT-yHuBepCcUTET HH(OPMAIIMOHHBIX TEXHOJIOTHHI (WWW.intuit.ru)
Omnnaitn cpena pa3zpaboTku npuiiokeHui (ideone.com)
Kypnan «KomneroreplIpece» (Www.compress.ru)
N3narenbcTBO «OTKPBITHIE CUCTEMBD) (WWW.0Sp.TU)
W3nanue o BEICOKUX TEXHOJOTHAX (WWW.CNEews.ru)
Cnpasouno-npaBoBas cuctema «Koncynsrant ITmoc» (http://www.consultant.ru)
Dnexkrponnas oubmuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)

DrekTponHas 6ubauoreunas cucrema IPRbooks (http://www.iprbookshop.ru)

DnekTponHas GuGnuoTeuHas cuctema HarmonansHnas snexktponnas 6udnuoreka (https://H30.pd)
DnekTponHas 6ubauoreunas cucrema IOpaitr (http://www.biblio-online.ru)

OOecneuenne o0pa3oBaTeIbHOIO MmpoHecca VIS JHI € OrPaHMYEHHBIMHU

BO3MOKHOCTAAMH 310POBbA U UHBAJINAO0OB
VYyeOHble 1 y4eOHO-METOANYECKHE MaTepHalIbl Ui CAaMOCTOATENIBHOM paboThl 00yJaromuxcs

U3 YMCJIa MHBAIKJIOB M JIUI] C OTPAHUYEHHBIMU BO3MOXKHOCTSAMH 3710poBbs (OB3) nmpenocrapnsiorcs B

¢dopmax, afanTUPOBAHHBIX K OTPAaHUYCHUSM UX 3/I0POBbS U BOCHIPUATHUS HH(OPMAIIH:

/lna cnenvix u cnabosuoawgux:

- JeKIuu o(pOpMIIIOTCS B BU/IE 3JIEKTPOHHOTO JJOKYMEHTA, IOCTYITHOTO C TOMOIIBIO KOMITBIOTEPA
CO CHEeIUAIU3UPOBAHHBIM TPOIPAMMHBIM 00€CTIeYeHUEM;

- NHMCHbMEHHBIE 331aHU BBIIOJIHSAIOTCS HA KOMIIBIOTEPE CO CHELHATIN3UPOBAHHBIM IIPOIPAMMHBIM
o0ecrnieueHrneM, WK MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecreunBaeTCs MHAUBHIYAIbLHOE paBHOMEpPHOE ocBerieHne He MmeHee 300 JTroke;

- J17151 BBIMIOJHEHUS 3aJaHUsI IPYU HEOOXOIMMOCTH MPEAOCTABISIETCS YBEITMUHUBAIOIIIEE YCTPOICTBO;
BO3MOYKHO TaK)Xe UCIIOJIb30BaHUE COOCTBEHHBIX YBEIMUMBAIOIINX YCTPONUCTB;

- NHCbMEHHBIE 3aaHUs OQOPMIISIIOTCS YBETUUECHHBIM IIPUPTOM;

- JK3aMeH U 3a4éT MPOBOAATCSA B YCTHOM (hopMe WM BBHINOJHSIOTCS B MUCBMEHHON (hopme Ha
KOMIIBIOTEPE.
Jna enyxux u cnadocaviumauiux:

- Jekuud OQOpMIISIIOTCS B  BHUAE OBJEKTPOHHOTO JIOKYMEHTa, JHOO MpeAocTaBiseTcs
3BYKOYCUJIMBAIOIIas anmnaparypa UHIUBUIYAIbHOTO MOJIb30BAHMS;

- MHCHbMEHHBIE 33JaHUSI BHITIOJHSAIOTCS HA KOMIIbIOTEPE B MUCbMEHHOU (hopme;

- JK3aMeH M 3a4€T NPOBOJATCS B MUCbMEHHOM (hopMe Ha KOMITbIOTEPE; BOSMOXKHO IPOBEICHHE B
dhopme TecTUpOBaHUS.
Jlna nuy ¢ hapywieHuaMu OnOPHO-06U2AMENILHOZ0 Annapama:

- JeKuuu opopmIIAIOTCS B BUJIE 3JIEKTPOHHOTO JJOKYMEHTA, JOCTYITHOTO C IIOMOIIBbIO KOMIIBIOTEPa


http://www.consultant.ru/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://%D0%BD%D1%8D%D0%B1.%D1%80%D1%84/
http://www.biblio-online.ru/

CO CIELUATU3UPOBAHHBIM IPOrPAMMHBIM 00€CTIEUCHUEM;

- IMCBMEHHBIE 33/IaHUS BBIIOIHAIOTCA Ha KOMIIBIOTEPE CO CIELUATU3UPOBAHHBIM IIPOTrPAMMHBIM
o0ecIeueHnEM;
- 9K3aMeH U 3a4éT MPOBOAATCSA B YCTHOH (hopMe WIIM BBHINOJHSIOTCS B MUCBMEHHOM (hopme Ha

KOMIIBIOTEPE.

[Tpu HEO0OXOMMMOCTH MPeyCMaTPUBACTCS YBETUUCHUE BPEMEHH ISl IOATOTOBKH OTBETA.

[Iponienypa npoBeneHUs MPOMEKYTOUHON aTTeCTalMM JUlsl 00y4JaroIuXcs yCTaHABIMBACTCS C
yu€TOM MX MHIUBHUAYaJbHBIX MCUX0(pu3ndecknx ocodbenHocreil. [IpomexxyTounas arrecTarust MOXKeT
IIPOBOZIUTHCS B HECKOJIBKO JTAIOB.

[Ipyu mpoBeneHUM MpoLEeAypbl OLIEHUBAHUS PE3yIbTAaTOB OOYYEHUs IpeayCMaTpUBaCTCs
MCTOJIb30BaHNE TEXHUYECKHX CPEACTB, HEOOXOMUMBIX B CBSA3HM C WHAMBUIYAIbHBIMA OCOOCHHOCTAMU
o0y4arouxcs. OTH CPeJICTBA MOT'YT OBbITh IPEIOCTABICHBI YHUBEPCUTETOM, UM MOT'YT HCIIOJIb30BaThCS
COOCTBEHHBIEC TEXHHUUYECKUE CPEJICTBA.

[IpoBenenue mpoueaypbl OLEHUBAHUS PE3YNbTaTOB OOYUYEHHMsI JOIMYCKAeTCsl ¢ MCIOJIb30BaHUEM
JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.

ObecneunBaercs AOCTYN K HHGOpPMAIMOHHBIM U OubimorpaduyeckuM pecypcam B CETH
WuTepHeT Uit Kaxxa0ro odydaronierocs B popMax, alalTUPOBAHHBIX K OTPAaHUUYEHUSAM UX 37J0POBbS U
BOCTIPHUATHS UHPOPMALIUU:

/na cnenvix u cnabosuoawgux:

- B ICYaTHOHN (pOopMe yBETMUEHHBIM HIPUPTOM;
- B (hOpMeE IIEKTPOHHOIO JOKYMEHTA;

- B opme aynuodaiina.

Jna enyxux u cnabocnvimamgux:

- B IeYaTHOH popme;

- B (hOpMeE IIEKTPOHHOTO JOKYMEHTA.

Jna odyuarowuxca ¢ HapyuieHUAMU ONOPHO-06U2AMENIbHO20 Annapama:
- B me4aTHou dopme;

- B (hOpMe IJIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

VYdeOHBIE ayAUTOPHUU IsI BCEX BUIOB KOHTAKTHOH M CaMOCTOSTENBHON pabOThI, HaydHas
O6ubnMoTEeKa U MHBIE MOMEIICHUS /Il 00yUeHHs OCHAILIEHBI CIICIIMATIBLHBIM 000PYAOBaHUEM U YI€OHBIMU
MeCTaMH C TEXHUYECKHUMH CPEJICTBAMHU OOYUCHHS:

071 C/IenbIX U C1AD0BUOAUUX:

- aBTOMATU3UPOBAHHBIM pabOYMM MECTOM JUIS JIIOJICH C HapyIICHUEM 3PCHHS;

- NpH HEOOXOTUMOCTH OOYYaIOUIMMCS TPEIOCTABISCTCS YBEJIMYMBAIONIEE YCTPOMCTBO,
JOIYCKAETCs NCIOIb30BaHNE YBEITMUUBAIOIINX YCTPOUCTB, MMEIOIINXCS Yy 00YJalOMNXCs;

071 27IyXUX U CAAOOCbIUAUIUX:

- aBTOMaTU3UPOBAHHBIM PA00YMM MECTOM JIs JIIO/IEH C HAPYILIEHUEM CITyXa U C1a00CIbIIIAINX;
- aKYCTHYECKHUM YCHIINTENb U KOJIOHKH;
07151 00yHaOWUXCA C HAPYUIEHUAMU ONOPHO-08UZAMEIbHO20 annapama:
- IepEeIBUKHBIMH, PETYJINPYEMBIMH 3proHOMHUECKUMHU naptamu CH-1,
- KOMITBIOTEPHOM TEXHUKOU CO ClielnaibHbIM IPOrpPaMMHBIM 00€CTIEYCHHEM.

4, MartepuajbHO-TeXHHYECKOe oOecreyenne JUCHMILTUHBI (MOTYJIs1)

I[JBI npenogaBaHvss MW U3YUCHUA JUCHUINIMHBI HCIIOJIB3YCTCA JICKIIMOHHAA ayIAUTOpU:,
oOecriedeHHasT MYJIbTUMENNA TMPOCKTOPOM U COMYTCTBYIOIIMM OOOPYJIOBaHUEM, WHTEPAKTHBHOM
nockoit. Ucnionp3yroress Y MK nuctiummuabl (Ha OyMa)KHOM U 3JIEKTPOHHOM HOCHUTEIISX ), (DOH HAyIHOH
OMOMMOTEKM YHUBEPCUTETa, METOJAMYECKHE U y4eOHO-METONWYECKHEe MaTepuaibl  Kadeapbl
WH(pOpPMATHKH.

K paboueii npocpamme npunazaromcs:

[punoxenne 1 — @DOHI OLEHOYHBIX CPEACTB JUISI NPOBEICHUS] AaTTECTAllUUd YpPOBHS
c(hOPMUPOBAHHOCTH KOMITETEHIIUH 00y4YaIoNIMXCcs MO TUCIUTUTHHE (MOIYIIIO);



IIpuioxkenue 2 — Meroanueckue yka3zaHUs sl OOyYarONIUXCS MO OCBOCHUIO TUCITUTLIAHBI
(Monyns).
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